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AMENDMENT 
 
 

It is agreed by and between the State of Vermont, Department of Vermont Health Access (hereafter 
called the “State”) and Paylogix LLC (hereafter called the “Contractor”) that the contract on the 
subject of financial administration of ongoing broker fees, effective December 23, 2013, is hereby 
amended effective February 26, 2014, as follows: 
 

1. By deleting Section 3 (Maximum Amount) on page 1 of 29 of the base contract and 
substituting in lieu thereof the following Section 3: 

 
3.  Maximum Amount.  In consideration of the services to be performed by Contract, the State 
agrees to pay Contractor, in accordance with the payment provisions specified in Attachment 
B, a sum not to exceed $250,000. 

 
2. By deleting Section 7 (Fee Aggregation and Remittance to Brokers) of Attachment A on 
page 5 of 29 of the base agreement and substituting in lieu thereof the following Section 7: 

 
7. Fee Aggregation and Remittance to Brokers 
Contractor shall ensure payments from employers and individuals be aggregated and remitted 
electronically or paper based to each broker in one payment on a monthly or quarterly basis with line 
itemization identifying all fees collected at the rates identified below. 
 
Processing Fee 
In year one of this contract the State shall subsidize the processing fee by paying $1.00 per member 
enrolled utilizing a broker (individually or through an employer) up to a maximum amount of 
$219,250.  After this maximum is reached brokers shall be responsible for the ongoing fees.   
 

Contractors Fees Paid By 

Processing Fee $1.50/Member Enrolled Broker (State will be offering $1.00 subsidies 
to offset this fee) 

Credit/Debit Card Fees 4% Convenience Fee Employer/Individual Enrolling 

 
3. By deleting Section 14 (Implementation Deliverables) of Attachment A on page 9 of 29 of 

the base agreement and substituting in lieu thereof the following Section 14: 
 
14. Implementation Deliverables 
The Contractor shall complete the following deliverables and present to the State for acceptance by the 
associated dates.  Contractor shall not be held liable in the event of delay that is attributable in any 
material respect to the failure of State or its Third Party Resources to perform their obligations as set 
forth in this contract or that arise out of causes beyond the reasonable control and without any material 
error, negligence or breach of Contractor obligations. 
 
No. Deliverables Date 

1 
Project Management and Implementation Plan Complete 

• Establish implementation schedule/details 
• Review/amend process flows 

January 7, 2014 
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• Confirm/decide methodologies used 
• Establish weekly call schedule 
• Draft billing and collection timeline  

Welcome Kit 
• Determine Welcome Kit customizations 
• Determine timing of Welcome Kit 

January 7, 2014 

Invoice Procedures Complete 
• Establish initial billing  
• Encourage/require EFT 
• Finalize billing and collection timeline, not sufficient funds, 

grace periods 
• Finalize language in all notices 

January 7, 2014 

2 

Communication Plan to Brokers Finalized 
• Finalize Welcome Kit 
• Deliver Communications 

January 7, 2014 

Testing Completed   
• Test State production and sending Contractor Seibel Report 
• Test receipt and verification of Siebel Report 
• Test Invoice process to Employers  
• Test Payment to broker process 

January 15, 2014 

Successfully Tested and Implemented System 
• System has passed testing and is ready to go-live January 20, 2014 

Unique Identifier System Development 
• System Coding Revisions to Establish and Manage Unique 

Member Identifier 
• Test new functionality of system  

February 12, 2014 

3 First Monthly Invoice to Employers/Individuals February 12, 2014 

4 First Monthly Payment to Brokers March 5, 2014 

5 Test Production/Sending  of Employer’s Payment Report  March 15, 2014 

6 Test State Receipt/Verification of Employer Report March 20, 2014 

7 Send Quarterly Employer Report to State April 15, 2014 

 
4. By adding Section 17 (Unique Identifier System Development) to Attachment A on page 10 

of 29 of the base agreement the following: 
 

17. Unique Identifier System Development  
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The Contractor shall modify their proprietary data import utility to accept the combination of three or 
more fields to uniquely identify a participant within the system.  The current process operates strictly 
on a single unique identifier (example = Social Security Number) or a combination of a unique 
employer entity code and a unique employee ID.  The Contractor shall receive a unique employer 
entity code (tax ID) but, will then have to combine two or more fields (first and last name for example) 
to create a probable unique identifier.  The data import utility shall be modified accordingly.   
 

5. By adding Section 18 (Data Security) to Attachment A on page 10 of 29 of the base 
agreement the following: 
 

18.  Data Security  
The Contractor shall encrypt data (namely Personally Identifiable Information) at rest within the 
database with two levels of transparent data encryption: full database-level and cell-level.  Archival 
media shall be physically destroyed at the end of the life cycle and the end of retention period.  At the 
end of the Contract cycle and the archive retention period the Contractor shall purge data from the 
database. 
 
Contractor’s Compliance Officer: 
 

Richard Pfadenhauer 
1025 Old Country Rd, Ste. 310 
Westbury, NY 11590 
Phone: 516-408-7800  Ext. 301 
Email: Richardp@paylogix.com 

 
 

6. By deleting Section 11 (Reporting Requirements) of Attachment A on page 6 of 29 of the 
base agreement and substituting in lieu thereof the following Section 11: 

 
11. Reporting Requirements of Broker Fee Activity Summaries 
 

• The Contractor will produce and supply the State with monthly, quarterly and annual summary 
reports on broker fee activities.  

• These reports will be inclusive of the last day of the reporting period and made available within 
5 business days. 

• For 2014, these reports will be produced in Microsoft Excel format with data summaries as 
indicated in the sample reports below.  The Contractor shall submit a report in a data form 
approved and accepted by the State.   
 
Report Requirements: 
 

1) Fee Summary By Broker 
i. List all designated brokers 

ii. Number of Employees and Individuals designated per broker 
iii. Monthly fees invoiced for each broker 
iv. Monthly fees collected for each broker  
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2) Total Broker Fee Activity by Month 
i. List Total number of all registered brokers 

ii. Indicate % receiving broker fees 
iii. Average monthly fees invoiced for each broker 
iv. Average monthly fees collected for each broker  
v. Total fees invoiced for month 

vi. Total fees collected for month 
 

3) Total Annual Broker Fee Activity 
i. List all designated brokers 

ii. Number of Employees and Individuals per broker 
iii. Annual fees invoiced for each broker 
iv. Annual fees collected for each broker  
v. Total fees invoiced for year 

vi. Total fees collected for year 
 

4) Fee Summary By Employer 
i. List all employers 

ii. Number of Employees and Individuals designated per employer 
iii. Monthly fees invoiced for each employer 
iv. Monthly fees collected for each employer 
v. List all employer names, EIN and billing addresses 

vi. Number of Employees and Individuals designated per employer 
vii. Quarterly fees invoiced to each employer 

viii. Quarterly fees collected from each employer 
 
 

7. By deleting Attachment B on page 11 of 29 of the base contract and substituting in lieu 
thereof the following Attachment B: 

 
ATTACHMENT B 

PAYMENT PROVISIONS 
 
The maximum dollar amount payable under this agreement is not intended as any form of a guaranteed 
amount. The Contractor will be paid for products or services actually performed as specified in 
Attachment A up to the maximum allowable amount specified in this agreement. State of Vermont 
payment terms are Net 30 days from date of invoice, payments against this contract will comply with 
the State’s payment terms. The payment schedule for delivered products, or rates for services 
performed, and any additional reimbursements, are included in this attachment. The following 
provisions specifying payments are: 
 

1. Contractor shall invoice for deliverables according to the Development Costs table below and 
monthly for variable costs according to the Administrative Fee Table.  Invoices shall include an 
invoice number, date of submission, and vendor name, and contract number.  The State shall 
pay the Contractor for deliverables upon the State’s acceptance.  Broker fee subsidies will be 
paid monthly upon the State’s acceptance of the required reporting documentation further 
defined in Attachment A.  Contractor shall submit a final invoice no later than 30 days after the 
end date of the contract. 
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Development and Implementation Costs 

 
No. Deliverable Based Payments for 

Implementation 
Deliverable Due Invoice 

Submittal Date 
Amount 

1 

Communication Plan to Brokers Finalized 

December 23, 2013 January $3,600.00 Testing Completed   
Successfully Tested and Implemented 
System 

2 First Monthly Invoice to 
Employers/Individuals January 5, 2014 February $3,600.00 

3 System Coding Revisions to Establish and 
Manage Unique Member Identifier February 12, 2014 February $23,550.00 

Total Deliverable Based Payments    $30,750.00 
 
Administration Fee Subsidy  
 
Fee Amount 

Broker Processing Fee Subsidy 

1.00/Per Member 
Enrolled (individually 

or through an 
employer) 

Total  $219,250.00 
 

2. If Contractor fails to provide the State with an acceptable system by the deliverable due dates in 
the chart above, the State reserves the right to withhold payment, until deliverables are accepted 
and approved by the State.     Although a deliverable must be accepted by the State in order to 
release payment, the Contractor shall not be held liable in the event of delay that is attributable 
in any material respect to the failure of State or its Third Party Resources to perform their 
obligations as set forth in this contract. 
 

3.   No benefits or insurance will be reimbursed by the State. 
 

4.   Invoices should reference this contract number and be submitted to: 
 
Emily Trantum, Contracts and Grants Administrator 
Business Office, Contracting Unit 
Department of Vermont Health Access 
312 Hurricane Lane, Suite 201 
Williston, VT 054953 

 
5.   The total maximum amount payable from the State to the Contractor under this contract shall 

not exceed $250,000.00 
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By replacing to Attachment H (Business Partner Agreement) in its entirety on page 18 of 29 of 
the base contract with the following Attachment H: 

 
Attachment H 

BUSINESS PARTNER AGREEMENT 
This Business Partner Agreement (“Agreement”) is entered into by and between the State of 
Vermont, Agency of Human Services operating by and through its Department of Vermont 
Health Access (“DVHA”) and Paylogix LLC (“Business Partner”) as of January 6, 2014 (“Effective 
Date”). This Agreement supplements and is made a part of the Contract to which it is attached. 
DVHA and Business Partner (”the Parties”) agree to comply with the terms of this Agreement and the 
standards promulgated under the Patient Protection and Affordable Care Act of 2010 (Public Law 111-
148) as amended by the Health Care and Education Reconciliation Act (Public Law 111-152), and 
referred to collectively as the Affordable Care Act (ACA), and 45 CFR §155.260, “Privacy and 
security of personally identifiable information.” Business Partner information that constitutes protected 
health information (PHI) may have additional standards to which the Business Partner must adhere, 
which would be set out in a separate agreement.   
 
 
1. Definitions  All capitalized terms in this Agreement have the meanings identified in this 

Agreement and 45 CFR Part 155, “Exchange Establishment Standards and Other Related 
Standards Under the Affordable Care Act.”   

 
1.1 The term “Services” includes all work performed by the Business Partner for or on behalf of 

DVHA that requires the access, collection, use and/or disclosure of personally identifiable 
information (PII).  

1.2 The term “PII” refers to personally identifiable information in any medium, including 
electronic, which can be used to distinguish or trace an individual’s identity, such as his/her 
name, social security number, biometric records, etc., either alone or when combined with other 
personal or identifying information that is linked or linkable to a specific individual, such as 
date and place of birth, mother’s maiden name.   

1.3 The term “Minimum Functions” includes all work performed (or Contracted to be performed) 
pursuant to subparts D, E, H, and K of 45 CFR 155, if such work requires the Business Partner 
to create, collect, use, or disclose PII.  

1.4 The term “Agreement” refers to this Business Partner Agreement, which details the privacy 
and security requirements that the Parties must adhere to. 

1.5 The term “Individual” includes applicants, enrollees, and qualified individuals applying for 
coverage at the Vermont Health Insurance Exchange or Medicaid Agency.  

1.6  The term “Breach” means the loss of control, compromise, and unauthorized disclosure, 
acquisition, access, or use, and any similar term referring to situations where: (a)  PII is used 
for an unauthorized purpose, or (b) persons other than authorized users have access or potential 
access to PII.  

2. Authorized Uses/Disclosures of PII  

2.1 Except as limited in this Agreement, Business Partner may only create, collect, use or 
disclose PII to the extent necessary to perform Services specified in the underlying Contract 
with DVHA.  In the course of providing Services, Business Partner shall not use or disclose 
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PII in any manner that would constitute a violation of 45 CFR §155.260 if used or disclosed 
by DVHA.  

2.2 Business Partner may make PII available to its employees who need access to perform 
Services and/or Minimum Functions, provided that Business Partner makes such employees 
aware of the creation, collection, use and disclosure restrictions in this Agreement and binds 
them to comply with such restrictions.  Business Partner must also require workforce 
compliance with 45 CFR §155.260 when employees create, collect, use, or disclose PII in 
the course of providing Services 

.  
 
3. Privacy Requirements Uses and disclosures of PII to carry out the Services identified in the 

Contract must be of the minimum amount of PII necessary to perform the services.  Business 
Partner may not create, collect, use or disclose PII gathered for the purposes listed in 45 CFR 
§155.260(a)(1) while performing Minimum Functions unless the creation, collection, use or 
disclosure is consistent with the written policies and procedures identified by the State in 
accordance with 45 CFR §155.260. In addition, Business Partner must ensure workforce 
compliance with these policies and procedures 

 
 
4. Security Safeguard Requirements   
 

Business Partner shall implement and use appropriate safeguards to prevent the use or disclosure 
of PII except as provided for by this Agreement, an Interconnection Security Agreement, if 
applicable, and as set forth in 45 CFR 155.260(a)(3)(vii) and (4).  
 

5. Documenting and Reporting Breaches 
 
Business Partner shall report to DVHA any Breach of PII as soon as it (or any of its employees or 
agents) becomes aware of such Breach, and in no case later than one (1) hour  after it (or any of its 
employees or agents) become aware of the Breach. If DVHA determines that a Breach of PII occurred 
for which one of Business Partner’s employees or agents was responsible, upon its request, Business 
Partner shall provide notice to the individual(s) whose PII was the subject of the Breach. When 
requested to provide notice, Business Partner shall consult with DVHA about the timeliness, content 
and method of notice, and shall receive DVHA’s approval concerning these elements.  The cost of 
notice and related remedies shall be borne by Business Partner.  Business Partner shall also be 
responsible for any reporting as required by 9 V.S.A. § 2435. 

 
 

6.  Mitigation and Corrective Action Requirements Business Partner shall mitigate, to the extent 
practicable, any harmful effect that is known to it of a Breach of PII. Business Partner shall draft 
and carry out a plan of corrective action to address any incident of impermissible collection, use or 
disclosure of PII, subject to DVHA’s prior review and written approval.  

 
 

7. Requirements for Agreements with Third Parties Business Partner may only disclose PII to its 
agents, including subcontractors, for the purposes authorized by this Agreement. Business Partner 
shall ensure that any agent (including any subcontractor) to whom it provides PII received from 



STATE OF VERMONT   PAGE 8 OF 14  
AMENDMENT TO PERSONAL SERVICES CONTRACT  CONTRACT 25896 
PAYLOGIX LLC       AMENDMENT #1 
 

DVHA or created or received by Business Partner on behalf of DVHA agrees in a written 
agreement to the same PII restrictions and conditions that apply through this Agreement to 
Business Partner.  Business Partner must enter into the written agreement and obtain the prior 
written consent of DVHA before any use or disclosure of PII to such agent.  The written 
agreement must identify DVHA as a direct and intended third party beneficiary with the right to 
enforce any Breach of the agreement concerning the use or disclosure of PII.  Business Partner 
shall provide a copy of the signed agreement to DVHA upon request.   

 
8. Termination   
 

8.1 This Agreement commences on the Effective Date and shall remain in effect until 
terminated by DVHA or until all of the PII provided by DVHA to Business Partner or 
created or received by Business Partner on behalf of DVHA is destroyed or returned to 
DVHA subject to Section 9.   

 
8.2 If Business Partner breaches any material term of this Agreement, DVHA, without liability 

or penalty, may either: (a) provide in writing an opportunity and time frame for Business 
Partner to cure the breach and terminate the Contract if Business Partner fails to cure; or (b) 
immediately terminate the Contract if DVHA believes that cure is not reasonably possible. 
DVHA has the right to seek to cure any breach by Business Partner and this right, 
regardless of whether DVHA cures such breach, does not lessen any right or remedy 
available to DVHA at law, in equity, or under the Contract, nor does it lessen Business 
Partner’s responsibility for such breach or its duty to cure such breach. 

 
9. Responsibility for the Return/Destruction of PII   
 

9.1 Business Partner, in connection with the expiration or termination of the Contract, shall 
return or destroy, at the discretion of DVHA, all PII received from DVHA or created or 
received by Business Partner on behalf of DVHA pursuant to the Contract that Business 
Partner still maintains within thirty (30) days after such expiration or termination.  Business 
Partner shall not retain any copies of the PII.  Within the thirty (30) day period, Business 
Partner shall certify in writing to DVHA that (1) all PII has been returned or destroyed, and 
(2) Business Partner does not continue to maintain any PII.   

 
9.2 Business Partner shall provide to DVHA notification of any conditions that Business 

Partner believes make the return or destruction of PII infeasible.  If DVHA agrees that 
return or destruction is infeasible, Business Partner shall extend the protections of this 
Agreement to such PII and limit further uses and disclosures of such PII to those conditions 
that make the return or destruction infeasible for so long as Business Partner maintains such 
PII.   

 
10. Penalties  Business Partner understands that it may be subject to a civil penalty, in addition to 

other penalties that may be prescribed by law, resulting from the improper creation, collection, use 
or disclosure of PII. In addition, violations of this Agreement may result in notification by DVHA 
to law enforcement officials and regulatory, accreditation, and licensure organizations.  

 
 11. Training Business Partner shall participate in training regarding the use, confidentiality, and 

security of PII at DVHA’s request. 
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 12. Miscellaneous   

 
12.1  In the event of any conflict or inconsistency between the terms of this Agreement and the 

terms of the Contract, the terms of this Agreement shall govern with respect to its subject 
matter.  Otherwise the terms of the Contract continue in effect. 

 
12.2 Business Partner shall cooperate with DVHA to amend this Agreement from time to time as 

is necessary for DVHA to comply with 45 CFR §155.260 or any other standards 
promulgated under the ACA, or DVHA’s contractual obligations to CMS.   

 
12.3 Any ambiguity in this Agreement shall be resolved to permit DVHA to comply with 45 

CFR §155.260, or any other standards promulgated under the ACA, or DVHA’s contractual 
obligations to CMS.   

 
12.4 In addition to applicable Vermont law, the parties shall rely on applicable federal law (e.g., 

the ACA) in construing the meaning and effect of this Agreement.   
 
12.5 As between Business Partner and DVHA, DVHA owns all PII provided by DVHA to 

Business Partner or created or received by Business Partner on behalf of DVHA. 
 
12.6  The provisions of this Agreement that by their terms encompass continuing rights or 

responsibilities shall survive the expiration or termination of this Agreement.  
 
 

The following provisions apply only to those Business Partners that will be accessing Federal Tax 
Information (FTI). 
 
As applicable, DVHA and Business Partner (”the Parties”) agree to comply with the terms of this 
Agreement and the Language for General Services and Technology Services pursuant to IRS 
Publication 1075, Exhibit 7: 
 
13. General Services; Performance In performance of this Contract, the contractor agrees to 

comply with and assume responsibility for compliance by his or her employees with the 
following requirements: 

 
13.1   All work will be performed under the supervision of the contractor or the contractor's 

responsible employees. 
 
13.2   Any Federal tax returns or return information (hereafter referred to as returns or return 

information) made 
       available shall be used only for the purpose of carrying out the provisions of this contract. 

Information    contained in such material shall be treated as confidential and shall not be 
divulged or made known in any manner to any person except as may be necessary in the 
performance of this Contract.  Inspection by or disclosure to anyone other than an officer or 
employee of the contractor is prohibited. 
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13.3   All returns and return information will be accounted for upon receipt and properly stored 
before, during, and 

   after processing.  In addition, all related output and products will be given the same level of 
protection as required for the source material. 

  
13.4   No work involving returns and return information furnished under this Contract will be 

subcontracted without prior written approval of the IRS. 
 
13.5   The contractor will maintain a list of employees authorized access.  Such list will be 

provided to the agency and, upon request, to the IRS reviewing office. 
 
13.6   DVHA will have the right to void the Contract if the contractor fails to provide the 

safeguards described above. 
 

 
14.  General Services; Criminal/Civil Sanctions 
 

14.1   Each officer or employee of any person to whom returns or return information is or may be 
disclosed shall be notified in writing by such person that returns or return information 
disclosed to such officer or employee can be used only for a purpose and to the extent 
authorized herein, and that further disclosure of any such returns or return information for a 
purpose or to an extent unauthorized  herein constitutes a felony punishable upon 
conviction by a fine of as much as $5,000 or imprisonment for as long as five years, or 
both, together with the costs of prosecution.  Such person shall also notify each such officer 
and employee that any such unauthorized future disclosure of returns or return information 
may also result in an award of civil damages against the officer or employee in an amount 
not less than $1,000 with respect to each instance of unauthorized disclosure.  These 
penalties are prescribed by IRC Sections 7213 and 7431 and set forth at 26 CFR 
301.6103(n)-1. 

 
14.2   Each officer or employee of any person to who returns or return information is or may be 

disclosed shall be notified in writing by such person that any return or return information 
made available in any format shall be used only for the purpose of carrying out the 
provisions of this contract.  Information contained in such material shall be treated as 
confidential and shall not be divulged or made known in any manner to any person except 
as may be necessary in the performance of this contract.  Inspection  by or disclosure to 
anyone without an official need to know constitutes a criminal misdemeanor punishable 
upon conviction by a fine of as much as $1,000.00 or imprisonment for as long as 1 year, or 
both, together with the costs of prosecution.   Such Person shall also notify such officer and 
employee that such authorized inspection or 

  disclosure of returns or return information may also result in an award of civil damages 
against the officer or employee [United States for Federal employees] in an amount equal to 
the sum of the greater of $1,000.00 for each act of unauthorized inspection  or disclosure  
with respect to which such defendant is found liable or the sum of the actual damages 
sustained by the plaintiff as a result of such unauthorized inspection or disclosure  plus in 
the case of a willful inspection or disclosure which is the result of gross negligence, 
punitive damages, plus the costs of the action.  The penalties are prescribed by IRC 
Sections 7213A and 7431. 
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14.3   Additionally, it is incumbent upon the contractor to inform its officers and employees of the 
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors  by 5 U.S.C. 
552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her 
employment or official position, has possession or access to agency 

  records which contain individually identifiable information, the disclosure of which is 
prohibited by the Privacy Act or regulations established thereunder, and who knowing that 
disclosure of the specific material is so prohibited, willfully discloses the material in any 
manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor 
and fined not more than $5,000. 

 
14.4   Granting a contractor access to FTI must be preceded by certifying that each individual 

understands the agency's security policy and procedures for safeguarding IRS information.  
Contractors must maintain their authorization to access FTI through annual recertification. 
The initial certification and recertification must be documented and placed in the agency’s 
files for review as part of the certification and at lease annually 

  annually afterwards, contractors should be advised of the provisions  of IRC Sections 7431, 
7213, and 7213A (see Exhibit 6, /RC Sec. 7431 Civil Damages  for Unauthorized  
Disclosure  of Returns and Return Information  and Exhibit 5, IRC Sec. 7213 Unauthorized 
Disclosure of Information). The training provided before the initial certification and 
annually thereafter must also cover the incident response policy and procedure for reporting 
unauthorized disclosures and data breaches.  (See Section 10) For both the initial  

  certification and the annual certification, the contractor should sign, either with ink or 
electronic signature, a confidentiality  statement certifying their understanding  of the 
security requirements. 

  
15.  General Services; Inspection The IRS and DVHA shall have the right to send its officers and 

employees into the offices and plants of the contractor for inspection of the facilities and 
operations provided for the performance of any work under this Contract.  On the basis of such 
inspection, specific measures may be required in cases where the contractor is found to be 
noncompliant with contract safeguards. 

 
 
16. Technology Services; Performance In performance of this Contract, the contractor agrees to 

comply with and assume responsibility for compliance by his or her employees with the 
following requirements: 

 
16.1  All work will be done under the supervision of the contractor or the contractor's employees. 
 
16.2  Any return or return information made available in any format shall be used only for the 

purpose of carrying out the provisions of this Contract. Information contained in such 
material will be treated as confidential and will not be divulged or made known in any 
manner to any person except as may be necessary in the performance of this contract.  
Disclosure to anyone other than an officer or employee of the contractor will be prohibited. 
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16.3  All returns and return information will be accounted for upon receipt and properly stored 
before, during, and after processing.  In addition, all related output will be given the same 
level of protection as required for the source material. 

 
16.4  The contractor certifies that the data processed during the performance of this contract will 

be completely 
  purged from all data storage components of his or her computer facility and no output will 

be retained by the contractor at the time the work is completed.  If immediate purging of all 
data storage components is not possible, the contractor certifies that any IRS data 
remaining in any storage component will be safeguarded to prevent unauthorized 
disclosures.  

16.5  Any spoilage or any intermediate hard copy printout that may result during the processing 
of IRS data will be given to the agency or his or her designee.  When this is not possible, 
the contractor will be responsible for the destruction of the spoilage or any intermediate 
hard copy printouts, and will provide the agency or his or her designee with a statement 
containing the date of destruction, description of material destroyed, and the method used. 

 
16.6  All computer systems receiving, processing, storing, or transmitting FTI must meet the 

requirements defined in IRS Publication 1075.  To meet functional and assurance 
requirements, the security features of the environment must provide for the managerial, 
operational, and technical controls. All security features must be available and activated to 
protect against unauthorized use of and access to FTI. 

   
16.7  No work involving FTI furnished under this Contract will be subcontracted without prior 

written approval of the IRS. 
 

17.  Technology Services; Criminal/Civil Sanctions 
 

17.1   Each officer or employee of any person to whom returns or return information is or may be 
disclosed shall be notified in writing by such person that returns or return information 
disclosed to such officer or employee can be used only for a purpose and to the extent 
authorized herein, and that further disclosure  of any such returns or return information for a 
purpose or to an extent unauthorized  herein constitutes a felony punishable upon 
conviction by a fine of as much as $5,000 or imprisonment for as long as five years, or 
both, together with the costs of prosecution.  Such person shall also notify each such officer 
and employee that any such unauthorized future disclosure of returns or return information 
may also result in an award of civil damages against the officer or employee in an amount 
not less than $1,000 with respect to each instance of unauthorized disclosure.  These 
penalties are prescribed by IRC Sections 7213 and 7431 and set forth at 26 CFR 
301.6103(n)-1. 

 
17.2   Each officer or employee of any person to who returns or return information is or may be 

disclosed shall be notified in writing by such person that any return or return information 
made available in any format shall be 

  used only for the purpose of carrying out the provisions of this contract.  Information 
contained in such material shall be treated as confidential and shall not be divulged or made 
known in any manner to any person except as may be necessary in the performance of this 



STATE OF VERMONT   PAGE 13 OF 14  
AMENDMENT TO PERSONAL SERVICES CONTRACT  CONTRACT 25896 
PAYLOGIX LLC       AMENDMENT #1 
 

contract.  Inspection  by or disclosure to anyone without an official need to know 
constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as 
$1,000.00 or imprisonment for as long as 1 year, or both, together with the costs of 
prosecution.   Such Person shall also notify such officer and employee that such authorized 
inspection or 

  disclosure of returns or return information may also result in an award of civil damages 
against the officer or employee [United States for Federal employees] in an amount equal to 
the sum of the greater of $1,000.00 for each act of unauthorized inspection  or disclosure  
with respect to which such defendant is found liable or the sum of the actual damages 
sustained by the plaintiff as a result of such unauthorized inspection or disclosure  plus in 
the case of a willful inspection or disclosure which is the result of gross negligence, 
punitive damages, plus the costs of the action.  The penalties are prescribed by IRC 
Sections 7213A and 7431. 

 
17.3   Additionally, it is incumbent upon the contractor to inform its officers and employees of the 

penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors  by 5 U.S.C. 
552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her 
employment or official position, has possession or access to agency 

  records which contain individually identifiable information, the disclosure of which is 
prohibited by the Privacy Act or regulations established thereunder, and who knowing that 
disclosure of the specific material is so prohibited, willfully discloses the material in any 
manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor 
and fined not more than $5,000. 

 
17.4   Granting a contractor access to FTI must be preceded by certifying that each individual   

understands the agency's security policy and procedures for safeguarding IRS information.  
Contractors must maintain their authorization to access FTI through annual recertification. 
The initial certification and recertification must be documented and placed in the agency’s 
files for review as part of the certification and at lease annually 

  annually afterwards, contractors should be advised of the provisions  of IRC Sections 7431, 
7213, and 7213A (see Exhibit 6, /RC Sec. 7431 Civil Damages  for Unauthorized  
Disclosure  of Returns and Return Information  and Exhibit 5, IRC Sec. 7213 Unauthorized 
Disclosure of Information). The training provided before the initial certification and 
annually thereafter must also cover the incident response policy and procedure for reporting 
unauthorized disclosures and data breaches.  (See Section 10) For both the initial  

  certification and the annual certification, the contractor should sign, either with ink or 
electronic signature, a confidentiality statement certifying their understanding of the 
security requirements. 

  
18.  Technology Services; Inspection The IRS and DVHA shall have the right to send its officers 

and employees into the offices and plants of the contractor for inspection of the facilities and 
operations provided for the performance of any work under this contract.  On the basis of such 
inspection, specific measures may be required in cases where the contractor is found to be 
noncompliant with contract safeguards. 

 
 
 (Rev:11/15/13) 
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This amendment consists of 14 pages.  Except as modified by this amendment and any previous 
amendments, all provisions of this contract, (#25896) dated January 6, 2014 shall remain 
unchanged and in full force and effect. 
 
 
STATE OF VERMONT     CONTRACTOR 
DEPARTMENT OF VERMONT HEALTH ACCESS  PAYLOGIX LLC 
 

 

                         
MARK LARSON, COMMISSIONER                         DATE 
312 Hurricane Lane, Suite 201 
Williston, VT 05495-2087 
Phone: 802-879-5901 
Email: Mark.Larson@state.vt.us 

RICHARD PFADENHAUER, PRESIDENT                    DATE 
1025 Old Country Rd, Ste. 310 
Westbury, NY 11590 
Phone: 516-408-7800  Ext. 301 
Email: Richardp@paylogix.com 
 

AHS/DVHA PAYLOGIX LLC 
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